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Translators

LINetwork level translators
SIIT (Stateless IP/ICMP Translator)

NAT-PT (Network Address Translation - Protocol
Translation)

BIS (Bump In the Stack) / MBIS (Multicast extensions
to B1S)

O Transport level translator
Transport Relay Translator (TRT)
O Application level translators
SOCKS 64
BIA (Bump in the API)
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SIIT

LSimilar rules for translating 1Pv6 to I1Pv4 and ICMP
between IPv4 and IPv6

Note that It Is stateless

COICMP is also translated
Headers and type values are translated

- Some discarded, If no equivalent counterpart is defined

ICMP error packets have inside an IP header, so
translation is required

- The rules for translating the inside IP packet are the same
than for regular IP packets

- The outermost IP header may change its length
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SIIT

L1 In some cases IPv4 to IPv6 translation may result in
IPVv6 fragmentation

LIESP encryption transport mode Is supported
COSIIT does not translate

Routing headers
Hop-by-hop options

Destination options
End-to-end AH header
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NAT-PT

CONAT-PT: (Network Address Translation — Protocol
Translation). Address Translation

It uses SIIT for Protocol Translation

[0Stateful operation

Session traffic must traverse the same NAT-PT
translator

Once an assoclation between addresses Is established, it
Is kept for a given time

[0Address translation is sometimes required at
application level

For applications that transport addresses. DNS, FTP
- Required DNS-ALG, FTP-ALG, ...-ALG
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NAT-PT

Several flavours

CTraditional NAT-PT: communication inititated by IPv6
host

Basic NAT-PT
NAPT-PT: Port translation

LIBidirectional NAT-PT: allows IPv4-initiated
communication




» Sees an IPv6 » Sees an IPv4
network with an network with few
special PREFIX::/96 addresses
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NAT-PT

L1 IPv6-initiated communication

» An application uses a > Local DNS server
name to start

communication « Name is not ir_1 cache. A
. The DNS resolver DNS request Is sent

sends a lookup requeSt/

mag.x.com
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NAT-PT

L1 IPv6-initiated communication

» DNS-ALG translates
query

» NAT-PT translates
addresses

I PV4 mag.x.com
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NAT-PT

L1 IPv6-initiated communication

» NAT-PT processes DNS
response

 DNS-ALG changes type,
and IPv4 address for
PREFIX::IPv4

I PV4 mag.x.com
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NAT-PT

L1 IPv6-initiated communication

» Source: 3ffe:1::1

» Destination:

PREFIX::163.0.0.3

I PV4 mag.x.com
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NAT-—PT

¢ Looks for PREFIX::163.0.0.3 in its table, but it does not find it

Looks for a free IPv4 address (ej: 99.0.0.9), and associates it to
3fff::163.0.0.3

Generates packet

* New destination address 163.0.0.3 (obtained from PREFIX::
163.0.0.3)

 New source address 99.0.0.9

I PV4 mag.x.com
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If a protocol requiring ALG translation is detected, ALG
translation is performed

SIIT translation is performed

I PV4 mag.x.com

REC 2766.- Network Address Translation - Protocol Translation (NAT-PT
Madrid 2002 Global IPv6 Summit




NAT-PT

L1 IPv6-initiated communication

Y¢ ldentifies destination address in Response
table, and translates it > Source: 163.0.0.3

> Also translates source address » Destination: 99.0.0.9
Performs ALG if necessary
Executes SIIT translation

I PV4 mag.x.com
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NAT-PT

L1 IPv4-initiated communication

» Application uses host
name (maqg6.uni.es)

> Local DNS server * DNS request
sends request

163.0.0.3
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NAT-PT

L1 IPv4-initiated communication

» NAT-PT translates address and
DNS request type

163.0.0.3
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NAT-PT

L1 IPv4-initiated communication

» DNS-ALG detects address in DNS message (3ffe:1::1)

» Looks for free IPv4 address, and associates it to
IPv6 address

* DNS response marked as not cacheable
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Final comments: NAT-PT

LIAllows communication among I1Pv4/1Pv6 domains by
translating addreses and IP protocol

I communication starts at the IPv6 domain, state Is
established when the first data packet traverses the
NAT-PT box

I communication starts at the 1Pv4 domain, state must
be stablished when the first DNS response traveres the

NAT-PT box

[OdHeavy mechanism: address state, protocol translation
for each packet

CSingle failure point
COProblems when the application transfers IP addresses

OSIIT protocol translation may result in information
lost
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