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What is 6TALK ?What is 6TALK ?

6TALK ?6TALK ?
�� IPvIPv66 TTrrAAnsnsLLator of ator of KKrv6 rv6 
�� ““Please talk with IPv6 ~Please talk with IPv6 ~””

6TALK history 6TALK history 
�� Launched by ETRI, (2000Launched by ETRI, (2000--2002)2002)
�� Main solution and Strategy of KRv6 project (Main solution and Strategy of KRv6 project (www.krv6.netwww.krv6.net))
�� IPv4 Web server IPv4 Web server -- www.6talk.netwww.6talk.net
�� IPv6 Web server IPv6 Web server -- www.lab.6talk.netwww.lab.6talk.net

6TALK goal6TALK goal
�� Smart Transition Toolbox Supporting IPv4/IPv6 InterSmart Transition Toolbox Supporting IPv4/IPv6 Inter--workingworking

Enables an IPv6 island to connect the IPv4 Internet and Enables an IPv6 island to connect the IPv4 Internet and 
other IPv6 networks seamlessly in initial IPv6 transition other IPv6 networks seamlessly in initial IPv6 transition 
periodperiod



��������������������������������

What is 6TALK?What is 6TALK?
�� Why 6TALK?Why 6TALK?
6TALK Scenarios & Solution 6TALK Scenarios & Solution 
6TALK Implementations6TALK Implementations
6TALK Test Environments6TALK Test Environments
Summary & Future WorkSummary & Future Work



��������������������������������

Why 6TALK ?Why 6TALK ?
Initial IPv6 Transition Period Initial IPv6 Transition Period 
Emerging IPv6 islandsEmerging IPv6 islands
�� Incremental deployment on existing networkIncremental deployment on existing network

Corporate networks Corporate networks 
�� Large scale deployment of new infrastructure Large scale deployment of new infrastructure 

Mobile 3G networks Mobile 3G networks 

Facts of Traffic in IPv6 islandsFacts of Traffic in IPv6 islands
�� IPv6 is NOT backwards compatible with IPv4IPv6 is NOT backwards compatible with IPv4
�� Most popular servers are running IPv4 todayMost popular servers are running IPv4 today
�� DonDon’’t want isolationt want isolation

Requirement of IPv6 TrafficRequirement of IPv6 Traffic
�� Seamless Routing and ForwardingSeamless Routing and Forwarding

IPv4 TranslationIPv4 Translation
IPv6 TunnelingIPv6 Tunneling
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6TALK Scenarios(1/3)6TALK Scenarios(1/3)
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6TALK box
� NATPT - enable
� (DSTM - disable)

Decision – 6TALK box 
� All of IPv6 packets which have NAT-PT dummy prefix are translated into IPv4 
� packets, and vice versa

Pros & Cons
� Easy to deploy (no change of IPv6 hosts)
� Does not support end-to-end connectivity and have scalability problem (# of flow)
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6TALK Scenarios(2/3)6TALK Scenarios(2/3)
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6TALK box
�(NATPT - disable)
�DSTM - enable

Decision - IPv6 host
� If DNS query result is an IPv4 address(A) then select DSTM mechanism

Pros & Cons
� Support End-to-end connectivity
� Need extra components (DHCPv6, DSTM client daemon,...)

IPv6 TunnelIPv6 Tunnel
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6TALK Scenarios(3/3)6TALK Scenarios(3/3)
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6TALK box
� 6to4 or configured tunnel configuration

Decision – IPv6 host
� If DNS query result is a 6to4 address (AAAA), then select 6to4 mechanism
� If DNS query result is other IPv6 address, then select normal IPv6 routing 

Pros & Cons
� VPNv6 support

IPv4 TunnelIPv4 Tunnel
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66TALK SolutionsTALK Solutions
6TALK6TALK
�� Smart Toolbox for smooth migration towards IPv6Smart Toolbox for smooth migration towards IPv6
�� NATNAT--PT/SIIT, DSTM, 6to4, Configured Tunnel, etc.PT/SIIT, DSTM, 6to4, Configured Tunnel, etc.

6TALK 6TALK -- IPv4/IPv6 InterIPv4/IPv6 Inter--working Solutionsworking Solutions
�� Scenario 1 & Scenario 3, or Scenario 1 & Scenario 3, or 
�� Scenario 2 & Scenario 3 Scenario 2 & Scenario 3 

How can network administrators choose proper How can network administrators choose proper 
mechanisms ? mechanisms ? 
�� # of IPv6 users (scalability), network transition period, IPv6 # of IPv6 users (scalability), network transition period, IPv6 

services type, etc.services type, etc.
�� DNS query information is important !DNS query information is important !

Enhanced DNS Enhanced DNS ALGsALGs
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66TALK SpecificationsTALK Specifications
Transition mechanismsTransition mechanisms
�� NATNAT--PTPT

Implement NATImplement NAT--PT(RFC2766) and SIIT(RFC2765)PT(RFC2766) and SIIT(RFC2765)
It also supports NAPTIt also supports NAPT--PTPT
It is based on Linux Netfilter frameworkIt is based on Linux Netfilter framework

�� DSTM  & DSTM extensionsDSTM  & DSTM extensions
Will implement DSTM(draftWill implement DSTM(draft--ietfietf--ngtransngtrans--dstmdstm--05) and DSTM 05) and DSTM 
extension(draftextension(draft--ietfietf--ngtransngtrans--dstmdstm--extext--00)00)
Plan to implement in 2002Plan to implement in 2002

�� IPv6 over IPv4 Tunneling (including 6to4)IPv6 over IPv4 Tunneling (including 6to4)
Already implemented in LinuxAlready implemented in Linux

Operation environmentOperation environment
�� Linux Kernel 2.4.8 and Embedded Linux using MPC8260 H/W Linux Kernel 2.4.8 and Embedded Linux using MPC8260 H/W 
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66TALK Function ModulesTALK Function Modules

NICNIC

IPv6
IPv4 Address

Pool

NA(P)T
-PT

IPv6/IPv4
mapping

table

SIIT

DSTM
DSTM-EXT

IPv4

IPv6/IPv4 Transition Manager

TCP/UDP

socket
DNS-ALG

User Interfaces

Additional
NGtrans
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66TALK HardwareTALK Hardware

2ports2portsSerial PortSerial Port

4ports4ports10M 10M 
EthernetEthernet

2ports2portsFast Fast 
EthernetEthernet

For Embedded For Embedded 
LinuxLinux

16M16MFlash Flash 
MemoryMemory

For PPC BootFor PPC Boot1M1MFlash Flash 
MemoryMemory

SDRAM SDRAM 
64M64M

RAMRAM

MPC8260ZMPC8260Z
U200AU200A

CPUCPU

Etc.Etc.SpecSpecItemItem
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66TALK User InterfacesTALK User Interfaces

Console mode (text)

Web CGI mode
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66TALK Implementation(1)TALK Implementation(1)

NATNAT--PT ImplementationPT Implementation
�� Linux 2.4.x Netfilter framework BaseLinux 2.4.x Netfilter framework Base
�� Kernel netfilter frameworkKernel netfilter framework

ip(6)table structureip(6)table structure
�� List of packet matching & manipulation rule for each List of packet matching & manipulation rule for each 

netfilter application (NAT, NATnetfilter application (NAT, NAT--PT, packet mangle, PT, packet mangle, 
packet filter, etc.)packet filter, etc.)

connection tracking structureconnection tracking structure
�� Maintain status of each connection.Maintain status of each connection.

�� User interfaceUser interface
ip(6)tables commandsip(6)tables commands
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66TALK Implementation(2)TALK Implementation(2)

Structure of NATStructure of NAT--PT in NetfilterPT in Netfilter

:
maping entry
maping entry

IPv6/IPv4 
mapping table

:
maping entry
maping entry

:
maping entry
maping entry

IPv6/IPv4 
mapping table

Network Interface

IPv6 connection tracking 

:
match & manip rule
match & manip rule
match & manip rule

NATPT ip6table

:
match & manip rule
match & manip rule
match & manip rule

NATPT ip6table

IPv4 connection tracking

packet translation 
module

using SIIT

IPv6 stack IPv4 stack

Kernel space

ip6tables user interfaceip6tables user interface

DNS, 
FTP...
ALGs
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66TALK Implementation(3)TALK Implementation(3)

Structure of NATStructure of NAT--PT user interfacePT user interface

PC platform MPC8260 platform

6TALK Application for Interface

NAT-PT module

6TALK Text Interface

Linux Kernel

Upper Layer Interface

6TALK::IP>
interface

6TALK::NATPT>
interface

6TALK Web Interface

Storage
(Flash memory)

Buffer
/etc/cfg_natpt

Bash Shell CGI

write read

6TALK Operator
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66TALK Implementation Issues (1/2)TALK Implementation Issues (1/2)

Fragmentation issuesFragmentation issues
�� MTU of IPv4 network and IPv6 network might be MTU of IPv4 network and IPv6 network might be 

different. So we candifferent. So we can’’t translate each fragmented t translate each fragmented 
packet directlypacket directly
�� defragment first and fragment againdefragment first and fragment again

ALG (Application Level Gateway)ALG (Application Level Gateway)
�� If upper layer protocolIf upper layer protocol’’s payload includes ip address, s payload includes ip address, 

we should translate that.we should translate that.
�� 6TALK supports DNS6TALK supports DNS--ALGALG
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66TALK Implementation Issues (2/2)TALK Implementation Issues (2/2)

ICMP error message handlingICMP error message handling
�� Also translate ip header embedded in Also translate ip header embedded in icmpicmp error error 

message message 

User interface extensionUser interface extension
�� Add shared library for 6TALKAdd shared library for 6TALK
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66TALK Test EnvironmentsTALK Test Environments
prefix
aaaa:bbbb:cccc:dddd:eeee:ffff::/96

IPv4 pool
129.254.179.130 – 129.254.179.142

DNSv6 static mapping
129.254.179.129

eth0- 129.254.165.122
2001:230:0:2:a00:3eff:fe82:1559/64

eth1 –
2001:230:0:3:A00:3EFF:FE42:1559/64

66TALKTALK

DNSv6DNSv6
ns.lab.6talk.net 
2001:230:0:5.201:2ff:fe96:ccab/64
(Linux2.4.8)

IPv6 ClientIPv6 Client
mkshin.lab.6talk.net
2001:230:0:5:a00:46ff:fe0d:b0b0/64
(Linux2.4.8)

6Bone IPv6 Router - Cisco7500
2001:230:0:2:230:A3FF:FE64:7468
ipv6-gw.ipv6.or.kr

Cisco3620Cisco3620
Ethernet1/1 –

2001:230:0:5:206:D7FF:FEBC:653264

2001:230:0:3:206:D7FF:FEBC:6531

Ethernet1/2 –

ETRI IPv4 Backbone Router 
129.254.165.1

IPv6 HUB1
6TALK-C3620

IPv6 HUB2
IPv6 native nodes

IPv6 Client
bsd.lab.6talk.net
2001:230:0:5.2e0:29ff:fe1f:7fde/64
(Freebsd3.2)WWWv6 serverWWWv6 server

www.lab.6talk.net
2001:230:0:5.201:2ff:fe96:ccab/64
(Linux2.4.8)

IPv4 HUB
6TALK – v4 Internet

……..
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SummarySummary

6TALK : Smart Transition Toolbox supporting  Inter6TALK : Smart Transition Toolbox supporting  Inter--
working for IPv6working for IPv6--IPv4 and/or IPv6IPv4 and/or IPv6--IPv4IPv4--IPv6IPv6 seamlesslyseamlessly

NAT-PT
SIIT
DSTM
6to4 …

v6 v6

v4

v4
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Summary & Future WorkSummary & Future Work
General Platform for IPv6 Transition Mechanism General Platform for IPv6 Transition Mechanism 
ImplementationImplementation
�� Open architecture Open architecture 

Linux baseLinux base
�� Sets of IPv6 transition mechanismsSets of IPv6 transition mechanisms

IPv4/IPv6 Translation : NATIPv4/IPv6 Translation : NAT--PT / SIIT (Now)PT / SIIT (Now)
Basic Tunneling : 6to4 and configured tunnel  (Now)Basic Tunneling : 6to4 and configured tunnel  (Now)
DSTM and DSTM extensions (This year)DSTM and DSTM extensions (This year)
Combinations of transition tools (2003)Combinations of transition tools (2003)

�� DSTM+SIIT, 6to4+ISATAP, etc.DSTM+SIIT, 6to4+ISATAP, etc.

Optimization for performanceOptimization for performance
Conformance test (i.e. by using TAHI)Conformance test (i.e. by using TAHI)
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EndEnd


