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Preface

The ABCs of IP Version 6 is intended for network professionals with good IP version 4 (IPv4) networking skills
and knowledge. This document is ideal for anyone, including account managers and system engineers, who is
required to analyze IPv6 network requirements and develop strategies for the deployment of IPv6 networks.

We have kept the technical content in this document as generic as possible. Where appropriate we have provided
more details on certain technologies or strategies, based on Cisco’s product implementation of IPv6. We have
purposely omitted topological and configuration discussion and examples from this document.

Although you are encouraged to read the chapters in this document sequentially, you could choose to read the
chapters you are most interested in. You will find the review quiz in Appendix C at the end of the document
useful in reinforcing your learning. In addition to the resources listed in the appendixes, you can also find
information on IPv6 implementation details including the roadmap, software configuration, and Statement of
Direction at www.cisco.com/ipv6.

To obtain more in-depth IPv6 training, please consult the Learning Locator on www.cisco.com or send e-mail to
abcios@cisco.com.

Thanks to Steve Deering, Patrick Grossetete, Tony Hain, Ole Troan, Florent Parent, Kevin Flood, Neville Fleet,
Simon Pollard, and Yatman Lai for their contribution and technical review.

Casimir Sammanasu

Cisco 10S Learning Services






Rationale for a New Version of IP

IP version 6 is a new IP protocol designed to replace IP version 4, the Internet protocol that is predominantly
deployed and extensively used throughout the world.

The current version of IP has not been substantially changed since RFC 791, Internet Protocol DARPA Internet
Program Protocol Specification was published in 1981. IPv4 has proven to be robust, easily implemented, and
interoperable, and has stood the test of scaling an internetwork to a global utility the size of the Internet today.

However, the initial design did not anticipate the following conditions:

< Recent exponential growth of the Internet and the impending exhaustion of the IPv4 address space
e Growth of the Internet and the ability of Internet backbone routers to maintain large routing tables
* Need for simpler autoconfiguration and renumbering

< Requirement for security at the IP level

* Need for better support for real-time delivery of data—also called quality of service (QoS)

Note: Features such as IP Security (IPSec) and QoS have been specified for both versions of IP.

Though the 32-bit address space of IPv4 supports about 4 billion IP devices, the IPv4 addressing scheme is not
optimal, as described by Christian Huitema in RFC 3194, The Host-Density Ratio for Address Assignment
Efficiency: An Update on the H Ratio.



IPv4 will soon reach the stage where you will have to choose between new capabilities or a larger network, but
not both. So, we need a new protocol to provide new and enhanced features in addition to solving the IP address
exhaustion problem.

Network Address Translation

Emerging countries are facing the IPv4 address crunch more strongly than Europe or the United States.
Although the use of NAT has delayed the IPv4 address exhaustion, the use of NAT introduces some
complications that can be overcome only with a new IP protocol.

In IPv4 networks, NAT is typically used to connect internal networks by translating packets between an internal
network, which uses the private address space, as described in RFC 1918 Address Allocation for Private
Internets, and the Internet. NAT uses only a few global (external) addresses even in a large internal network.

Limitations of NAT

Note that the use of NAT only delays the time of exhaustion of the IPv4 addresses but does not solve the real
large-scale growth problem, because IP is now widely adopted as the application's convergence layer for non-
computing devices. Additionally, use of NAT has many implications, as identified in RFC 2775, Internet
Transparency, and RFC 2993, Architectural Implications of NAT. Some of these problems follow and can be
solved only with a new protocol, such as IPv6:

e With IPv4, only the endpoints handle the connection and the underlying layers do not handle any connection.
However, when NAT is used, it breaks the end-to-end connection model of IP.

e Because NAT must handle the translation of addresses and ports, NAT requires the network to keep the
states of the connections. In case of failure of the NAT device or the links near the NAT device, the need to
keep the state of the connections in NAT makes fast rerouting difficult.

e NAT also inhibits the implementation of end-to-end network security. The integrity of the IP header is
protected by some cryptographic functions. This header cannot be changed between the origin of the packet,
which protects the integrity of the header and the final destination, where the integrity of the received packet
is checked. Any translation of parts of the headers along the path will break the integrity check

e With applications that are not ""NAT-friendly," more than just port and address mapping is necessary to
forward the packet through the NAT device. NAT must embed complete information of all the applications
to accomplish this goal, especially in the case of dynamically allocated ports with rendezvous ports,
embedded IP addresses in application protocols, security associations, and so on. Every new deployment of
a non-NAT-friendly application will require the upgrading of the NAT device.

« When different networks that are using the same private address space, such as 10.0.0.0/8, need to be
combined or connected, as in the case of a merger, an address space collision will result. Though techniques
such as renumbering or twice-NAT can resolve this collision, these techniques are very difficult and will
increase the complications of NAT.

e The ratio of internal/reachable to external addresses mapping must be large to make NAT effective. However,
when there are many servers inside, the same protocol cannot be multiplexed on the same port using the NAT
external address. For example, two internal servers using the same port (80) cannot use the same external outside
address without changing the port number. Each inside server that must be reachable from the outside will start
using one external address. Because there are many protocols that make nodes as servers and consume many
external addresses, NAT is not quite as useful if the number of inside servers is large.
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Meeting Future Network Requirements

Though the exhaustion of IPv4 addresses is the primary reason for the development of a new protocol, the
designers of IPv6 added other new features and some critical improvements to IPv4.

IPv6 is designed to meet the user, application, and service requirements, and allow a return to a simpler environ-
ment where the operation of the network is again transparent to the applications.

The anticipated rollout of wireless data services has been identified as a key IPv6 driver. The wireless industry
standardization bodies, for example, the 3rd Generation Partnership Project (www.3gpp.org), Universal Mobile
Telecommunication System (www.umts-forum.org), and Mobile Wireless Internet Forum (www.mwif.org) are
considering IPv6 as the foundation for future IP services. Today, IPv6 services are available over IEEE 802.11
from some ““hot-spot™ locations.

The overall market adoption of IPv6 will be determined by the ability of the architecture to best accommodate
Internet growth, new IP applications, and services. All these factors underscore the original rationale behind defi-
nition of IPv6 and the market drivers.

Evolution of Internet Protocol Version 6

IPV5 is an experimental resource reservation protocol intended to provide QoS, defined as the Internet Stream Protocol
or ST. ST is not a replacement of IP, but uses an IP version number (number five), because it uses the same link-layer
framing as IPv4. Resource reservation is now done using other protocols (for example, resource reservation protocol
(RSVP)). IPV5/ST protocol is documented in RFC 1190, Experimental Internet Stream Protocol, Version 2 (ST-11) and
RFC 1819, Internet Stream Protocol Version 2 (ST2) Protocol Specification - Version ST2+.

The original proposal for IPv6 proposed in RFC 1752, The Recommendation for the IP Next Generation
Protocol was the Simple Internet Protocol Plus (SIPP) with a larger (128 bit) address space. The main author of
SIPP was Steve Deering, now a Cisco Fellow. Following that proposal, the IETF started a working group and the
first specification came in late 1995 with RFC 1883, Internet Protocol, Version 6 (IPv6) Specification. RFC
2460, Internet Protocol, Version 6 (IPv6) Specification, by Steve Deering (Cisco) and Rob Hinden (Nokia), obso-
letes RFC 1883 and is the present standard for IPv6.

IPv6 quadruples the number of network address bits from 32 bits (in IPv4) to 128 bits, which provides more
than enough globally unique IP addresses for every network device on the planet. The use of globally unique
IPv6 addresses simplifies the mechanisms used for reachability and end-to-end security for network devices,
functionality that is crucial to the applications and services that are driving the demand for the addresses.

The flexibility of the IPv6 address space provides the support for private addresses but should reduce the use of
Network Address Translation (NAT) because global addresses are widely available. IPv6 reintroduces end-to-end
security and quality of service (QoS) that are not always readily available throughout a NAT-based network.

The ABCs of IP Version 6 document discusses the following topics in detail:
1. Features and Benefits of using IPv6

. IPv6 Header Format

. IPv6 Addressing Architecture

2
3
4. Operation of IPv6
5. Integration and Coexistence Strategies
6

. IPv6 Network Design Considerations



10
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Chapter 1

Features and Benefits of Using IPv6

In addition to meeting the anticipated future demand for globally unique IP addresses, IPv6 provides the
following benefits to network and IT professionals:

e Larger address space for global reachability and scalability

< Simplified header format for efficient packet handling

« Hierarchical network architecture for routing efficiency

e Support for widely deployed routing protocols

e Autoconfiguration and plug-and-play support

< Elimination of need for network address translation (NAT) and application’s layered gateway (ALG)
e Embedded security with mandatory IPSec implementation

e Enhanced support for Mobile IP and Mobile Computing Devices

Increased number of multicast addresses

Larger Address Space for Global Reachability and Scalability

The availability of an almost unlimited number of IP addresses is the most compelling benefit of implementing
IPv6 networks. Compared to IPv4, IPv6 increases the number of address bits by a factor of 4, from 32 bits to
128 bits. The 128 bits provide approximately 3.4x1038 addressable nodes, enough to allocate about 1030
addresses per person on this planet. Figure 1 shows the general format of an IPv6 address.

Figure 1: IPv6 Address Format

128 bits

Network Prefix Interface 1D
XXXX L OXXXX EXXXX L OXXXX T OXXXX T XXXX | XXXX | XXXX

XXXX = 0000 through FFFF

3.4x10% = ~340,282,366,920,938,463,374,607,432,768,211,456 IPv6 Addresses

The ability to provide a unique address for each network device enables end-to-end reachability, which is espe-
cially important for residential IP telephony. IPv6 also provides full support for application protocols without
requiring special processing at the edges of the networks, eliminating the problems associated with NAT.

Simplified Header for Efficient Packet Handling

Although the increase in the number of bits in the IPv6 address results in an increase in IPv6 header size, the
IPv6 header format is simpler compared to the IPv4 header. The basic IPv4 header size is only 20 octets, but the
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variable length of the Options field adds to the total size of the IPv4 packet. The IPv6 header has a fixed size of
40 octets. Although 6 of the 12 IPv4 header fields have been removed in IPv6, some IPv4 fields have been carried
over with modified names, and some new fields have been added to improve efficiency and introduce new fea-
tures. As shown in Figure 2, the Header Length (IHL), Identification, Flags, Fragment Offset, Header Checksum,
and Padding fields have been removed from the IPv6 header.

This removal results in faster processing of the basic IPv6 header, but routing efficiency and overall performance
are dependent on the option headers treatment and lookup algorithms a given device must run. Also, all fields in
the IPv6 header are 64 bits, taking advantage of the current generation of 64-bit processors.

Figure 2: Comparison of IPv4 and IPv6 Headers

IPv4 Header IPv6 Header

Version | IHLl Type of Service Total Lsngth " Version | Traffic Class Flow Label

. ragmen
Identification Flags Offset
Payload Length Next Header | Hop Limit
Time to Live Protocol Header Checksum
Source Address Souliee Acklass
Destination Address

Options Padding

Field name kept from IPv4 to IPv6 Destination Address

Field not kept in IPv6

Name and position changed in IPv6

New field in IPv6

Fragmentation is now managed differently and does not need the fields in the basic IP header. Routers no longer
do fragmentation in IPv6, which removes the processing issues caused by routers managing IPv4 fragmentation.
Because checksum has been removed and the routers along the path of an IPv6 packets need not recalculate
checksum every time, routing efficiency is improved in IPv6.

In IPv6 networks, fragmentation is handled by the source device with the help of path maximum transmission
unit (MTU) discovery protocol.

The checksum has been removed at the IP layer because most link-layer technologies already do checksum and
error control. And because the relative reliability of the link layer is very good, IP header checksum was consid-
ered unnecessary and not very useful. In addition to the error detection handled by the link layer technologies,
the transport layer that handles end-to-end connection has a checksum that enables error detection.

However, this removal forces the upper-layer optional checksums, like User Datagram Protocol (UDP), to
become mandatory in IPv6, whereas the UDP transport layer uses an optional checksum in IPv4.

The Options field of IPv4 is changed in IPv6 and is now managed by an extension header chain. The majority of
the other fields were either not changed or changed only slightly. In addition to a smaller number of fields, the
header is 64 bits aligned to enable fast processing by current processors.
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Hierarchical Network Architecture for Routing Efficiency

The availability of a very large addressing space and network prefixes provides a flexible network architecture.
This flexibility allows an organization to use only one prefix for the entire network of the organization.

A larger address space allows the allocation of large address blocks to Internet service providers (ISP) and to
other organizations. This allocation in turn, allows the ISP to aggregate the prefixes of all its customers into
a single prefix and announce this one prefix to the IPv6 Internet.

The larger IPv6 address space also enables the use of multiple levels of hierarchy inside the address space. Each
level helps to aggregate the traffic at that level and enhance the allocation of addresses in a hierarchical format.
The implementation of multiple levels in the address hierarchy permits flexibility and new functionalities, such
as the scoping of addresses. The hierarchical network architecture of IPv6 allows the ISPs to use aggregation
of network prefixes to provide efficient and scalable routing.

The hierarchical addressing structure is designed to reduce the size of Internet routing tables. Without a good
hierarchical addressing scheme, routers will have to store large routing tables. Though classless interdomain
routing (CIDR) in IPv4 solves this problem with the use of route aggregation, it is neither scalable nor efficient.

Multihoming

Though multihoming allows a network to be connected to two or more ISPs and is desirable for high reliability,
it is difficult to connect a network to multiple providers in IPv4 because such connection breaks any kind of
aggregation in the global routing table. The availability of a much larger address space in IPv6 enables the use
of multiple simultaneous prefixes for a network, without breaking the global routing table.

However, redundancy and load sharing for multihomed networks, scalability of the global routing table, and
a simple and operationally manageable multihoming guidelines still need to be defined. IPv6 multihoming
capabilities and application impacts are under study in the IETF Multi6é working group.

Support for Routing Protocols

To enable scalable routing, IPv6 supports existing Interior Gateway Protocols (IGPs) and Exterior Gateway
Protocols (EGPs). Similar to IPv4, IPv6 uses the longest prefix match for a routing algorithm.

Routing Information Protocol

The Routing Information Protocol Next-Generation (RIPng) protocol explained in RFC 2080, RIPng for IPv6,
functions the same and offers the same benefits as RIP-2 (RFC 1721, RIP Version 2 Protocol Analysis) in IPv4.
IPv6 enhancements to RIPng include support for IPv6 addresses and prefixes, including next hop IPv6. RIPng
uses the all-RIP routers multicast group address FF02::9 as the destination address for RIP update messages.
RIPng uses IPv6 for transport of the protocol messages.

Open Shortest Path First Protocol Version 3

Although most of the algorithms of OSPFv2 are the same in OSPFv3, some changes have been made in OSPFv3,
particularly to handle the increased address size in IPv6 and the fact that OSPF runs directly over IP. Because
OSPFv2 is heavily dependent on the IPv4 address for its operation, changes were necessary in OSPFv3 protocol
to support IPv6, as outlined in RFC 2740, OSPF for IPv6. Some of the notable changes include platform-
independent implementation, protocol processing per-link rather than per-node processing, explicit support

for multiple instances per link, and changes in authentication and packet format.
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IPv6 OSPF is now an IETF proposed standard. Like RIPng, IPv6 OSPFv3 uses IPv6 for transport and uses
link-local addresses as source address.

IS-IS Protocol

The IS-IS routing protocol is an IGP protocol and IPv6 IS-1S is an IETF draft. New IPv6 routing capability has
been added to the existing 1S-IS protocol. Internet Draft draft-ietf-isis-ipv6-02.txt specifies a method for exchanging
IPv6 routing information using the IS-IS routing protocol utilizing the same mechanisms described in RFC 1195,
Use of OSI 1S-1S for Routing in TCP/IP and Dual Environments. This is accomplished by adding 2 new
type-length-values (TLVs)—"1Pv6 Reachability" (128 bits) and "'IPv6 Interface Address™ (128 bits)—and a new
IPv6 protocol identifier.

Multiprotocol Border Gateway Protocol+

Multiprotocol BGP in IPv6 is an EGP that functions the same and offers the same benefits as multiprotocol BGP
in IPv4. RFC 2858, Multiprotocol Extensions for BGP-4 describes multiprotocol extensions for BGP4 defined as
new attributes. RFC 2545, Use of BGP-4 Multiprotocol Extensions for IPv6 Interdomain Routing describes the
enhancements to multiprotocol BGP that include support for an IPv6 address family and Network Layer
Reachability Information (NLRI) and next hop (the next router in the path to the destination) attributes. These
attributes use IPv6 addresses and scoped addresses. The next hop attribute uses a global IPv6 address and poten-
tially also a link-local address, when a peer is reachable on the local link.

Autoconfiguration and “Plug-and-Play’ Support

The address autoconfiguration feature is built into the IPv6 protocol to facilitate intranet-wide address manage-
ment, enabling large number of IP hosts to easily discover the network and get new and globally unique IPv6
address associated with their location. The autoconfiguration feature enables "'plug-and-play" Internet deploy-
ment of new consumer devices, such as cell phones, wireless devices, home appliances, and so on. As a result,
network devices could connect to the network without manual configuration and without any servers, such as
DHCP servers.

A router on the local link will send network-type information, such as the prefix of the local link and the default
route in its router advertisements. The router provides this information to all the nodes on the local link. As a
result, a host can autoconfigure itself by appending its 48-bit link layer address (MAC address) in an extended
universal identifier EUI-64-bit format to the 64 bits of the local link prefix advertised by the router.

Easier Renumbering

In IPv6 networks, the autoconfiguration feature makes renumbering of an existing network simpler and relative-
ly easier. The router sends the new prefix from the new upstream provider in its router announcements. The
hosts in the network will automatically pick the new prefix from the router advertisements and then use it to cre-
ate their new addresses. As a result, the transition from provider A to B becomes more manageable for network
operators.

Elimination of Need for Network Address Translation and Application’s Layered Gateway

With the availability of a large number of IPv6 addresses to provide globally unique IP addresses for all IP
devices, there is no need for translating hundreds of internal IP addresses into a few global IP addresses. The
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elimination of the need for deploying NAT boxes in networks will also eliminate other problems associated with
the deployment of NAT. Particularly, the elimination of NAT provides end-to-end transparency in networks,
reduces network complexity, and helps to reduce network operational costs for enterprises and ISPs.

Embedded Security with Mandatory IPSec Implementation

While the use of IPSec is optional in IPv4, IPSec is mandatory in IPv6 and is part of the IPv6 protocol suite.
Therefore, network implementers could enable IPSec in every IPv6 node, potentially making the networks more
secure.

IPv6 provides security extension headers, making it easier to implement encryption, authentication, and virtual
private networks (VPNSs). Because IPv6 offers globally unique addresses and security, IPv6 can provide end-to-
end security services such as access control, confidentiality and data integrity without the need for additional
firewalls that might introduce additional problems, including performance bottlenecks.

Enhanced Support for Mobile IP and Mobile Computing Devices

In IPv6, mobility is built in and any IPv6 node can use mobility as needed. Mobility is becoming an important
and critical feature in networks. Mobile IP is an IETF standard allowing mobile devices to move around without
breaking their existing connections. In IPv4, the mobility function must be added as a new feature. Mobility sup-
port in IPv6 is discussed in the latest version of Internet Draft draft-ietf-mobileip-ipv6-17.txt.

IPv6 packets addressed to the home address of a mobile node are transparently routed to its care-of address
through the caching of the binding of its home address with its care-of address. This binding allows any packets
destined for the mobile node to be directed to it at this care-of address. Mobile IPv6 defines four new IPv6 desti-
nation options: binding update option, binding acknowledgement option, binding request option, and home
address option.

The routing headers in IPv6 make Mobile IPv6 much more efficient for end devices than Mobile IPv4. The use of
the routing header for Mobile IP, rather than IP encapsulation, enables Mobile IP to avoid triangle routing, mak-
ing it much more efficient in IPv6 than in IPv4.

Note: The authentication of the binding update between the mobile node and correspondent node is still under
discussion at the IETF.

Increased Number of Multicast Addresses

One of the salient features of IPv6 is that it does not use broadcasts at all. The functions previously supported by
IPv4 broadcasts such as router discovery and router solicitation requests are handled by IPv6 multicast.
Multicast allows IP packets such as a video stream to be sent to multiple destinations at the same time, saving
network bandwidth. Multicast improves the efficiency of a network by limiting the broadcast requests to a
smaller number of only interested nodes. IPv6 uses specific multicast group addresses for its various functions.
Thus, IPv6 multicast prevents the problems caused by broadcast storms in IPv4 networks.

Multicast Scope Address

IPv4 networks use administratively scoped IP multicast addresses as described in RFC 2365, Administratively
Scoped IP Multicast, to allow packets to be addressed to a specific range of multicast addresses (for example,
239.0.0.0 to 239.255.255.255). By specifying a multicast scope, the packets are prevented from crossing the con-
figured administrative boundaries. IPv4 uses one broadcast address for a particular scoped zone or IP multicast
boundary, and the broadcasts are received by all hosts in this scoped zone.

15
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IPv6 uses a 4-bit Scope ID to specify address ranges reserved for multicast addresses for each scope. Thus, only those
hosts in a specified scope address range configured to listen to a specific multicast address receive the multicast.
However, a host can be a member of several workgroups and can listen to several multicast addresses at the same time.

IPv6 provides a larger range of multicast addresses compared to IPv4. So, allocation of addresses for multicast
groups will not be limited for the foreseeable future.

Quality of Service

QoS in IPv6 is handled in the same way it is currently handled in IPv4. Support for class of service is available
through the Traffic Class field compliant with the IETF Differentiated Services (DiffServ) model.

However, IPv6 header has a new field named Flow label which can contain a label identifying a specific flow,
such as video stream or videoconference. The source node generates this flow label. Having a flow label enables
QoS devices in the path to take appropriate actions based on this label. But, the existence of the flow label itself
is not a feature of QoS.



Chapter 2

IPv6 Header Format

The IPv6 header is simpler and more efficient than the IPv4 header. The
processing costs.

This chapter discusses the major differences between the IPv4 and IPv6
has been simplified. The following topics are covered in this chapter:

e IPv6 header fields

e IPv6 extension headers

e |IPv6 fragmentation header
e IPv6 routing header

e |IPv6 ICMP packet

IPv6 Header Fields

The basic IPv6 packet header consists of 8 fields as shown in Figure 3.

Figure 3: IPv6 Header Fields
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Flow Label: The 20-bit Flow Label field is a new field in IPv6. The Flow Label field can be used to tag packets
of a specific flow to differentiate the packets at the network layer. Hence, the Flow Label field enables identifica-
tion of a flow and per-flow processing by the routers in the path. With this label, a router need not check deep
into the packet to identify the flow, because this information is available in the IP packet header. The Flow Label
allows applications on the end system to easily differentiate the traffic at the IP layer making it easier to provide
QoS for packets that have been encrypted by IPSec.

For further information regarding the proposal for the implementation of the flow label, refer to the Internet
Draft draft-ietf-ipv6-flow-label-01.txt.

Payload Length: Similar to the Total Length field in IPv4, the Payload Length field indicates the total length of
the data portion of the packet.

Next Header: Similar to the Protocol field in the IPv4 packet header, the value of the Next Header field in IPv6

determines the type of information following the basic IPv6 header. The type of information following the basic

IPv6 header can be a transport layer packet, such as a TCP or UDP packet, or an Extension Header, as shown in
Figure 4.

IPv6 uses a different approach to manage optional information in the header. It defines extension headers that
form a chain of headers linked together by the Next Header field, contained in each extension header. This
mechanism provides more efficiency in the processing of extension headers, enables a faster forwarding rate, and
leaves the router with less processing work for each packet. All extension headers are daisy-chained, each one
pointing to the next one, until they reach the transport layer data.

Hop Limit: Similar to the Time to Live field in the IPv4 packet header, the value of the Hop Limit field specifies
the maximum number of routers (hops) that an IPv6 packet can pass through before the packet is considered
invalid. Each router decrements the value by one. Because there is no checksum in the IPv6 header, the router
can decrement the value without needing to recalculate the checksum, which saves processing resources.

Source Address: The IPv6 source address field is similar to the Source Address field in the IPv4 packet header,
except that the field contains a 128-bit source address for IPv6 instead of a 32-bit source address for IPv4.

Destination Address: The IPv6 destination address field is similar to the Destination Address field in the IPv4
packet header, except that the field contains a 128-bit destination address for IPv6 instead of a 32-bit destination
address for IPv4.

IPv6 Extension Headers

Following the eight fields of the basic IPv6 packet header are the optional extension headers and the data
portion of the packet. If present, each extension header is aligned to 64 bits. There is no fixed number of
extension headers in an IPv6 packet. Together, the extension headers form a chain of headers that can be
parsed for information such as TCP/UDP port.

The Next Header field of the previous header identifies the extension header. Typically, the final extension header
has a Next Header field of a transport layer protocol, such as TCP or UDP. Figure 4 shows the IPv6 extension
header format.
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Figure 4: IPv6 Extension Header
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Order of Extension Headers

There are many types of extension headers. When multiple extension headers are used in the same packet, the
order of the headers should be as follows:

1. Hop-by-Hop Options header. Used for the Router Alert (RSVP and MLDv1) and the Jumbogram, this header
(value=0) is processed by all hops in the path of a packet. When present, the hop-by-hop options header always
follows immediately after the basic IPv6 packet header.

2. Destination Options header. This header (value=60) can follow any hop-by-hop options header, in which case
the destination options header is processed at the final destination and also at each visited address specified by a
routing header. Alternatively, the destination options header can follow any Encapsulating Security Payload (ESP)
header, in which case the destination options header is processed only at the final destination. For example,
mobile IP uses this header.

3. Routing header. This header (value=43) is used for source routing and Mobile IPv6.

4. Fragment header. This header is used when a source must fragment a packet that is larger than the maximum
transmission unit (MTU) for the path between itself and a destination device. The Fragment header is used in
each fragmented packet.

5. Authentication header and Encapsulating Security Payload header. The Authentication header (value=51) and
the ESP header (value=50) are used within IPSec to provide authentication, integrity, and confidentiality of a
packet. These headers are identical for both IPv4 and IPv6.

6. Upper-Layer header. The upper-layer (transport) headers are the typical headers used inside a packet to trans-
port the data. The two main transport protocols are TCP (value=6) and UDP (value=17).

Note: The source node should follow this order, but destination nodes should be prepared to receive in any order.
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Routing Header

The Routing Header is one of the IPv6 extension headers and is identified by a value of 43 in the Next Header
field. A routing header can appear either as the first extension header after the IPv6 basic header, or after
another extension header.

As in any extension header, the first field of the routing header is the Next Header field, which identifies the type
of header following the routing header. The second field is the length of the routing header. The "'routing type"
identifies the type of routing header used. The "'segments left" identifies the number of intermediate routers that
are in the data portion of the routing header. The routing header with routing type = 0 forces the routing
through a list of intermediate routers. This action is similar to the ""Loose Source Route' option in IPv4.

Figure 5 shows the use of the routing type 0 of the routing header and the routing path based on the
intermediate routers R2 and R5. As in ""Loose Source Route' in IPv4, the complete list of routers in the
path is not necessary.

Figure 5: IPv6 Routing Header
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The way the routing header and the destination address of the IPv6 packet interact is new in IPv6. Upon receiv-
ing the packet, each intermediate router in the list will process the routing header by swapping the destination
address to the next router in the list. The number of segments left is decremented and the packet is sent to the
new destination. The final destination node (B) will receive a routing header where the number of segment left is
zero. Because B is the final destination, it will process the 